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Workspaces Manager - Installation guide

Updated 10th Nov 2022 for WorkSpaces Manager 5.5.0

Product highlights:
· WorkSpaces Environment Management with optional application self-service feature for domain group-based application deployment
· Task driven User & WorkSpaces provisioning
· Performance monitoring
· Multi-AWS Account
· Multi-Domain
· Automatic reboot schedule defined on a per WorkSpaces basis
· Cost reporting and Cost Optimisation
· WorkSpaces Performance Monitor Agent to report on Processor, Memory and Disk statistics
WorkSpaces Manager provides a full Amazon WorkSpaces management portal. Containing both a user self-service portal and administration portal administration of WorkSpaces in a simple to use browser-based portal.  This removes the need to provide staff with access to the AWS console and provides easy searching across all WorkSpaces and User information.
The WorkSpaces Performance Monitor Agent can be deployed by domain GPO to gather hourly metrics on Processer and Memory utilisation and available disk space for root and user drives, as well as logon\logoff\inactivity\disconnect times. See Section 6 for instructions.
The User portal can be extended to provide application self-service if the environment, provide group-based application deployment service such as Cloudpaging, Liquidware FlexApp, Chocolatey, SCCM or similar products.
WorkSpaces Manager is deployed as an appliance from the AWS Marketplace as an EC2 instance.
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[bookmark: _Toc118883241]1.	Introduction

This guide has been authored by experts at Nuvens to provide information and guidance concerning the installation and configuration of WorkSpaces Manager.

Information in this document is subject to change without notice. No part of this publication may be reproduced in whole or in part, stored in a retrieval system, or transmitted in any form or any means electronic or mechanical, including photocopying and recording for any external use by any person or entity without the express prior written consent of Nuvens Consulting Ltd.


[bookmark: _Toc118883242]2.	Software requirements

WorkSpaces Manager is available as a standalone product and consists of three parts: The Management Portal, the Update Service, and the WorkSpaces Performance Monitor Agent.  The WorkSpaces Management Portal provides one central location where users can manage their own WorkSpace and administrators can provision, manage & monitor the WorkSpaces environment.
Since the WorkSpaces Management Portal uses IIS with Single Sign-On, the appliance must be a member of the Active Directory Forest/Domain.
To deploy as an HA cluster, please refer to Section 7 (High Availability) or contact support@workspacesmanager.com for assistance.


[bookmark: _Toc118883243]2.1	WorkSpaces Portal requirements
	Component
	Requirements

	Platforms Support
	Windows Server 2012 R2/2016/2019. Only 64-bit versions where applicable are supported. Both physical and virtual instances are also supported.

	Additional Software
	· Microsoft® .NET Framework 4.6.2 or higher
· Microsoft SQL Server Express or higher
All additional software is included with the Workspaces Manager installer

	Browsers Supported
(minimum version)
	Chrome 22.x, Firefox 12.x, Opera 12.x, Safari 5.1x, Microsoft Edge 88.x

	CPU
	2 CPUs 1 gigahertz (GHz) or faster

	Memory
	4 GB RAM

	Storage
	20Gb of additional storage is provisioned with the Appliance



If the WorkSpaces Manager Portal is being used to provision user accounts in AD a service account will be required with delegated access to the OU’s in which accounts will be created in.
· See Appendix 1 for details
The WSM Portal also reports back to Nuvens the version and the number of licenses in use so that we can better support customers and recommend upgrades.
[bookmark: _Toc118883244]2.2	Hostname

WorkSpaces Manager appliance’s hostname cannot be changed.

[bookmark: _Toc118883245]2.3	WorkSpaces Performance Monitor Agent requirements

The WorkSpaces Performance Monitor Agent requires .NET 4.6.2 or higher pre-installed on the WorkSpaces themselves. If it is not installed, the agent will prompt for the installation. The installation is covered in Section 6.
[bookmark: _Toc118883246]2.4	Portal Requirements: AD Domain join

WorkSpaces Manager Appliance must be joined to the AD Domain before starting the configuration, otherwise it will show an error when saving the configuration on first login.
WorkSpaces Manager requires Active Directory to deploy its client files to the desktop and point the user to its configuration file. Users also must use Active Directory to login to their physical or virtual desktops.
[bookmark: _Toc118883247]3.	Prerequisites for the installation of the WorkSpaces Manager appliance

[bookmark: _Toc118883248]3.1	AWS WorkSpaces Cost Optimizer

Whilst this is not a mandatory requirement, we strongly recommend that this is installed and initially configured in “Dry Run” mode, which lists actions without executing them. 
This AWS service auto-switches WorkSpaces between Hourly and Monthly Cost modes on a monthly basis to ensure the WorkSpaces costs are optimised. ‘Dry Run’ mode means that recommendations will be shown in the WorkSpaces Manager Portal, but the recommended changes will not be applied. ‘Dry Run’ mode can be turned off later in the WorkSpaces Manager portal as to enable this function.
Please refer to the link below for more details and deployment instructions. Please ensure that you are in the correct region before deployment:
https://docs.aws.amazon.com/solutions/latest/workspaces-cost-optimizer/overview.html
After deploying the WorkSpaces cost optimizer, please make a note of the S3 Bucket ARN created, so that you can update it on the Config section.

[bookmark: _Toc118883249]3.2	Active Directory Service Account

When adding the AD Service Account to support AWS WorkSpaces you will have to provide an account with permissions to create computer objects within AD to the OU specified at the time.
· See Appendix 1 for details
We recommend using the same service account and providing additional permissions to delete computer objects. Through the Management Portal when a WorkSpace is terminated, the system will then be able to remove the orphaned computer object.
The AD service account is also used to create user accounts and add/remove users from AD groups if the application management option is used.
Using Active Directory Users and Computers, you can delegate the administration of an Organizational Unit to user or group that may not otherwise have the administration permissions.
To do this, follow these steps:
1. On your domain controller, click Start and point to Administrative Tools
2. Click on Active Directory Users and Computers
3. In Active Directory Users & Computers, select the OU to delegate administration
4. Right click the OU and click on Delegate Control. This will start the delegation control wizard
5. In select User Account window, click Add
6. Find the correct User or group and double click
7. Click OK
8. In Tasks to Delegate window, choose the permissions to assign and click Next
9. Review the summary and click Finish

Delegate policy-related permissions on a domain, OU, or site using GPMC:
http://technet.microsoft.com/en-us/library/cc759064%28WS.10%29.aspx

Delegating Administration of Account and Resource OUs:
http://technet.microsoft.com/en-us/library/cc784406%28WS.10%29.aspx


[bookmark: _4._Obtain_a][bookmark: _Toc118883250]4.	Obtain a license for the WorkSpaces Manager appliance 

Go to the AWS Marketplace and search for ‘Workspaces Manager’ and select ‘Nuvens’ as the Vendor filter. Select the product below. 
[image: ]

Now, select ‘Continue to Subscribe’.
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Some regions may ask for a second confirmation:
[image: Graphical user interface, text, application, email

Description automatically generated]
If you are asked to set up an account, proceed with this. If you have already subscribed to WorkSpaces Manager, but did not set up an account, select the link below which will take you through to the registration area.
[image: ]
Fill in the registration information. The only information necessary for a license are highlighted below. 
[image: ]
Estimate the number of licenses that you will cover your entire WorkSpaces estate as the appliance will not work, if too fewer licenses are requested. WSM is provided with a trial period, and you will only be charged once this is finished. You will be billed for the amount of licenses you use NOT the amount of licenses you request. 
For purpose of clarification: If you request 1000 Licenses but only have 600 WorkSpaces, you will only be billed for the 600 Licenses, 30 days after your trial period ends. 
Your license will be emailed to you, and you can then proceed with setting up the WorkSpaces Manager appliance in Section 5.
You will then receive an auto-generated email with a temporary key that can be used during the WSM installation.

[bookmark: _5._Installing_the][bookmark: _Toc118883251]5.	Installing the WorkSpaces Management appliance from AWS Marketplace

Firstly, ensure that you are logged on to your AWS Console. Then go to the AWS Marketplace and search for ‘Workspaces Manager Appliance’. Alternatively, click this link to take you there.
When found, select ‘Continue to subscribe’.
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You now need to subscribe to the software. Select ‘Accept Terms’.
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Now, select ‘Continue to Configuration’.
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Select the region that you want your WorkSpaces Manager appliance to reside. Then select ‘Continue to Launch’.
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From ‘Choose Action’, select ‘Launch CloudFormation’. Then select ‘Launch’.
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On the next section, accept all entries and select ‘Next’.
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You now specify your parameters for your stack configuration. Enter:

Stack Name:	Your stack name. Call it something that is relevant for your own identification, like CF-WSM (recommendation is to start the object always by the acronym of the service used in AWS, like CloudFormation can be set to “CF”)
Instance Type:	Leave a t3a.medium (in a drop-down list) as they should be sufficient to run WorkSpaces Manager. We recommended t3a.large for bigger deployments but a t3a.medium is suitable for the majority of installations. 
Key Name:	You may have multiple key names under your IAM account for your own account. Select one to provide you with the local administrator credentials to the WorkSpaces Manager EC2 instance further down the line
NOTE: You will need the associated key file to be able to decrypt the password later, so we recommend that the key is added to Secrets Manager for future usage
RDPLocation:	Enter a CIDR from which both WorkSpaces and Admins will access WorkSpaces Manager. You can amend this later
Subname:	Select a Private subnet for your WorkSpaces Manager to reside (choose from a drop-down list)
VPCName: 	Select the VPC in which you wish to place the WorkSpaces Manager in (choose from a drop-down list)
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You now configure your stack options. 
Tags:			You can tag the resources if you wish, strongly recommended
Permissions:		Leave this blank as permissions will be created for you
Advanced Options:	Keep all options as default. You can enter an SNS Topic ARN to notify you of when the stack is created, but this is not necessary. You will know when it is finished as the WorkSpaces Manager will appear as an EC2 instance in the console
Then select ‘Next’.
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You will now find yourself at the ‘Review’ screen. Scroll down to the bottom, select the acknowledgement, and then select ‘Create Stack’.
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You will now return to the stack status screen where you can see the progress of the WorkSpaces Manager stack. 
[image: ]
You can view the tasks as they are being performed. When the stack creation is complete, the status will change from ‘CREATE_IN_PROGRESS’ to ‘CREATE_COMPLETE’. The stack creation takes around 3-4 minutes to complete.

[image: ]
If you now view your EC2 instances in the region that you chose to install WorkSpaces Manager, you will see the WorkSpaces Manager instance. Give this around 5-10 minutes for the Status Checks to finish and for local administrator password to be auto generated. 
[image: ]

Now, RDP to your instance using the Private IP assigned to the instance using the local administrator password and using the KeyName and associated keyfile that you specified in the Stack Details section above. If you cannot RDP to the instance, you need to ensure you are connecting from a device within the network CIDR that you specified in RDPLocation in the Stack Details section above.
[image: ]
[bookmark: _Toc118883252]5.1	Join WorkSpaces Manager instance to an Active Directory Domain

This is a mandatory requirement, and the installation will fail if not joined. Connect to the WorkSpaces Manager instance and join it to your Active Directory domain. Once complete, you can now go to the next section on “First Time Setup”.
PLEASE NOTE: You need to have your DHCP options set in AWS to be able to find your domain or enter your DNS servers manually in the TCP/IPv4.

[image: ]
If the instance is not joined to the domain, the appliance will show an error message.

[bookmark: _Toc118883253]5.2	First Time Setup

Please Note: The instance MUST have Internet connectivity.
Log on to the WorkSpaces Manager EC2 instance, go to your preferred browser and go to http://localhost.
From a browser, connect to the Private IP address of the WorkSpaces Manager portal instance from a device in the ‘RDPLocation’ CIDR range specified above in ‘Specify Stack Details’. If you get this message, you can either enter your DOMAIN\USERNAME and password, or you can go to Internet Explorer > Internet Options and add the website address (e.g., http://private-ip-of-your-instance) to Trusted Sites or Local Intranet. You can also provide your portal with a friendly portal name address (e.g., http://workspacesmanager.domain.com) which means that it will most likely be accepted from most browsers in your organisation without amending the Trusted Sites or Local Intranet settings. To give it a friendly name, see the section ‘Securing the Portal and adding a friendly portal address’.
[image: ]
Once you successfully connect to the portal, you will be presented with a setup screen to enter information for:
· License key (obtained in Section 4).
· Active Directory settings
· SMTP settings (not mandatory)
· Amazon Web Services settings
· Additional options settings (not mandatory)
The license key will have been sent via email when you registered on the AWS Marketplace in Section 4.
For any assistance with the License key or setting up the WorkSpaces Manager Appliance please contact support@workspacesmanager.com
This is an example of the form completed.
[image: ]
After saving, please wait for up to 30 seconds for the next screen to appear. Again, make sure that the instance has Internet access otherwise it will give you an error saying that the license code is invalid.
Once complete, WSM will display the administration section of the portal on the Options\Settings page. Further settings can be configured here once the portal is live. The various sections are covered below.
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[bookmark: _Toc118883254]5.2.1	Licenses

This shows the WorkSpaces Manager version, the number of licenses procured, the current number of licenses in use and the expiry date of the license.
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Description automatically generated]
If the latest version is not installed, the system will let you know that a new one is available for download.
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[bookmark: _Toc58424607][bookmark: _Toc60930772][bookmark: _Toc118883255]5.2.2	SMTP

This enables you to send emails to inform new users once a new WorkSpace is ready and\or if their password is to expire and is required for the auto-delete function. 
You could use AWS Simple Email Service (SES) to achieve this, or your own SMTP setup. You can test the connection by selecting the lightning icon to the left of the field. For a guide on how to configure SES, please check Appendix 3.
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[bookmark: _Toc58424608][bookmark: _Toc60930773][bookmark: _Toc118883256]5.2.3	Remote Service Account

This is an account that you configure to remote control user devices using Remote connection like Dameware. This is the generic account that you connect with, in the format “username” and “password” (which will be standard throughout the organisation). You can remote control a user’s WorkSpaces by selecting ‘Dameware’ (if you have selected the ‘Enable Dameware’ option in ‘Additional Options’ and it downloads a connection file for you to run).
[bookmark: _Toc58424609][bookmark: _Toc60930774]5.2.3.1	Enable RDP

Enables the option for downloading an RDP file to connect to the user’s WorkSpace from within the Portal. The Security Group must allow inbound for TCP/3389.
[bookmark: _Toc58424610][bookmark: _Toc60930775]5.2.3.2	Enable DameWare

Enables the usage of DameWare Remote Control to connect to the user’s WorkSpace from within the Portal. A DameWare license is required. Security Group must allow for inbound UDP/137, TCP/138-139, TCP/443, TCP/3389, TCP/5900 and TCP/6129-6133.
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[bookmark: _Toc118883257][bookmark: _Toc58424611][bookmark: _Toc60930776]5.2.4	Amazon Web Services
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5.2.4.1	(Single\Multi) AWS Account

WorkSpaces Manager allows you manage WorkSpaces across single, or multiple, AWS accounts. When you set up WorkSpaces Manager, you will set up a single account. You can set up multi-AWS accounts by enabling this function and following the instructions in Section 7 of the ‘WorkSpaces Manager Administrator Guide’.
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You will see a summary of the Account ID(s) once they are added.
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Select one and you will see the options. These can be toggled on or off (like Dry Run mode) if required.
[image: ]
[bookmark: _Toc58424615][bookmark: _Toc60930780]5.2.4.2	API Retry Attempts

The number of attempts to retry an AWS API Call. For this change to take effect, the app pool in IIS will need to be restarted.
5.2.4.3	APP Jitter Period (ms)

Used to create a random delay between API calls. For this change to take effect, the app pool in IIS will need to be restarted.
5.2.4.4	WorkSpaces

Turns on the WorkSpaces Management menu function. 
[bookmark: _Toc58424616][bookmark: _Toc60930781]5.2.4.5	AppStream

Turns on the AppStream Management menu function. 
[bookmark: _Toc58424617][bookmark: _Toc60930782]5.2.4.6	Default AWS Region

This is the AWS Region that your Amazon WorkSpaces are hosted in. For example, Ireland will be eu-west-1. A full list of Regions can be located here.
5.2.4.7	Show AWS Bundles

This will enable the AWS default bundles to be visible if required. 
5.2.4.8	AccessLog Group

This is to add the CloudWatch Log Group that manages all the information from users’ connection, like public IP, client version, latency, etc. Check Appendix 2 for details.
[bookmark: _Toc58424618][bookmark: _Toc60930783]5.2.4.9	Cost Optimizer Bucket

This is the bucket name mentioned in the ‘AWS WorkSpaces Cost Optimizer’ section earlier within the document.
5.2.4.10	CO (Cost Optimizer) Alternate Format

This option is used when upgrading from version 1 of the AWS Cost Optimizer to the newest. If there is an error about getting the log from the bucket, we will enable this feature.
[bookmark: _Toc58424619][bookmark: _Toc60930784]5.2.4.11	AppStream Bucket

Specifies the AppStream Usage bucket.


5.2.4.12	AppStream Settings Bucket

Specifies the AppStream Settings bucket and formatted as appstream-app-settings-REGIONID-ACCOUNTID-xxxxxxxx.
[bookmark: _Toc58424620][bookmark: _Toc60930785]5.2.4.13	AWS Cost Optimizer

This enables AWS Cost Optimizer.
[bookmark: _Toc58424621][bookmark: _Toc60930786]5.2.4.14 	Dry Run Mode

Running the Cost Optimiser in Dry Run Mode will show you the changes that could have been made.
[bookmark: _Toc58424622][bookmark: _Toc60930787]5.2.4.15 	Auto Reboot

This provides an admin the ability to set reboot times on WorkSpaces. This is available once you have set up the Portal.
5.2.4.16 	Auto Reboot Tag Name

If AutoReboot is enabled and a value is added in this field, the “Reboot Hour” will be taken from this Tag value.




[bookmark: _Toc118883258]5.2.4	Auto Change Compute Type

You can opt for WorkSpaces Manager to automatically change compute type of WorkSpaces. This is useful if, for example, you had a user running heavy spreadsheets on a Standard WorkSpace and it would benefit them with being upgraded to a Performance WorkSpace.
Set Low and High Processor and Memory values (these are up to you). WorkSpaces Manager will also advise you of recommendations.
WSM will also make recommendations if a WorkSpace is oversized based on the users performance needs. 

[image: ]
[bookmark: _Toc58424612][bookmark: _Toc60930777][bookmark: _Toc118883259]5.2.5	Active Directory (Single\Multiple Domain Forest)

You can either have a single Active Directory domain for WorkSpaces, or multiples.
[image: ]
On initial setup, and by default, you will have one domain. You can enable multiple domains by enabling the feature below in Additional Options.
There is a button to perform an exhaustive test of all domains’ AD accounts.
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You will then add the details for your domain. 
AD Service Account and password:
When creating the AD Service Account to support AWS WorkSpaces you will have already provided an account with permissions to create computer objects within AD to the OU specified at the time.
We recommend using the same service account and providing additional permissions to delete computer objects.  

NetBIOS name:	
NetBIOS name of the domain that your WorkSpaces will be joining.

FQDN: 
Fully Qualified Domain Name of the domain that your WorkSpaces will be joining.

Default User OU:
If you create a user in the ‘Add User’ section of the Portal, this is where it will place 
that user. If you use the ‘Import Template’ then you can specify where you want the 
user(s) to be located per OU or by copying template users.
Example:
[image: ]
[bookmark: _Toc58424613][bookmark: _Toc60930778]

[bookmark: _Toc58424623][bookmark: _Toc60930788][bookmark: _Toc118883260]5.2.7	Additional Options

[bookmark: _Toc58424624][bookmark: _Toc60930789]5.2.7.1	Statistics Retention Days

If the WorkSpace Performance Monitor Agent has been deployed to the WorkSpaces, it will periodically report back the server key metric statistics as defined in the Group Policy (see Section 6 for installing the WorkSpaces Performance Monitor Agent). In a large estate, this will create millions of rows within the database over a period of time. The number of days that are retained within the database can be specified here. If the number of days is too high on a large estate (e.g., 60) then it will have an impact on queries of statistics and increased disk space usage. For smaller estates, you can set this to 30 days and monitor from there.

[bookmark: _Toc58424625][bookmark: _Toc60930790]5.2.7.2	WorkSpace Service Update Frequency (mins)

This will automatically update the local database with up-to-date information on this period. 15 minutes is sufficient for most cases, but you would not want to do this on, for example, a 1-minute period on a very large WorkSpaces and user estate. If you need to do a manual update for any reason, you can do this in the Update section of the portal.
[bookmark: _Toc58424626][bookmark: _Toc60930791]5.2.7.3	Portal URL

Enter your portal URL here: e.g.  https://wsmportal.mycompany.com.
We recommend adding a Network Load Balancer (NLB) offloading SSL certificates in front of the portal, as explained in Appendix 4.
[bookmark: _Toc58424627][bookmark: _Toc60930792]5.2.7.4	Multiple Account 

This enables management of WorkSpaces across multiple AWS accounts. Please refer to Section 7 of the ‘WorkSpaces Manager Administrator Guide’ which tells you how to set it up.

[bookmark: _Toc58424628][bookmark: _Toc60930793]5.2.7.5	Multiple Domains

If you are using a multi-domain forest, you can add multiple domains that host your user accounts. Therefore, their WorkSpaces can be managed, searched, and reported on through one central WSM appliance. 
[bookmark: _Toc58424629][bookmark: _Toc60930794]

5.2.7.6	Password Expiry Emails

If this is chosen, users will receive a notification email two weeks prior to their password expiring. This can be turned on\off and is not required to complete the Portal configuration at this stage.
[bookmark: _Toc58424630][bookmark: _Toc60930795]5.2.7.7	User Restore

Enables the Self-Service function for a user to restore their WorkSpace to a last known healthy state. Automatic snapshots for use when restoring a WorkSpace are scheduled every 12 hours. 
If the WorkSpace is healthy, snapshots of both the root volume and user volume are created around the same time. If the WorkSpace is unhealthy, these snapshots are not created.
If needed, a user can restore a WorkSpace to its last known healthy state. This recreates both the root volume and user volume, based on the most recent snapshots of these volumes that were created when the WorkSpace was healthy.
[bookmark: _Toc58424631][bookmark: _Toc60930796]5.2.7.8	User Rebuild

Enables the Self-Service function for a user to rebuild their WorkSpace.
The system is refreshed with the most recent image of the bundle that the WorkSpace was created from. Any applications that were installed, or system settings that were changed after the WorkSpace was created, are lost.
The user volume (for Microsoft Windows, the D drive; for Linux, /home) is recreated from the most recent snapshot. The current contents of the user volume are overwritten.
Automatic snapshots for use when rebuilding a WorkSpace are scheduled every 12 hours. If the WorkSpace is healthy, a snapshot of the user volume is created. If the WorkSpace is unhealthy, the snapshot is not created.
The primary elastic network interface is recreated. The WorkSpace receives a new private IP address.

[bookmark: _Toc58424632][bookmark: _Toc60930797]5.2.7.9	Disable Scheduler

This quickly disables ALL automation of the WSM Appliance. 

[bookmark: _Toc58424633][bookmark: _Toc60930798]

5.2.7.10	Activity Reporting

This enabled\disables the sending of a daily report on user login, logoff, idle times and when activity was resumed to the designator receiver of the reports. It requires the WSM agent to be installed. An example report is shown below:

[image: ]

[bookmark: _Toc58424634][bookmark: _Toc60930799]5.2.7.11	Email for Report
		
The email of the person\group that receives the Activity report stated above.
[bookmark: _Toc58424635][bookmark: _Toc60930800]5.2.7.12	Auto Delete

You can set up WSM to automatically delete unused workspaces after a defined period of days. 
[bookmark: _Toc58424636][bookmark: _Toc60930801]5.2.7.13	Auto Delete Days

This value is the number of days a WorkSpace should be considered for deletion e.g., 45 or 60 days.
[bookmark: _Toc58424637]
[bookmark: _Toc60930802]

5.2.7.14	Safety Days Before Termination

This value is the number of days a user will be given to inform their helpdesk or IT Function that they still require the WorkSpace before deletion.

For example, if Autodelete was set for 60 days. On the 60th day of the WorkSpace being unused, the user that is associated with the WorkSpace will receive an email informing them that their WorkSpace is to be deleted in (Safety days VALUE) with the request for them to contact support remove the Autodeletion request.  After the safety days value and if autodeletion is not removed, the WorkSpace will be deleted.
[bookmark: _Toc58424638][bookmark: _Toc60930803]5.2.7.15	Auto Provision 

Turns on Auto-Provisioning of WorkSpaces via Active Directory groups. See Section 4.3.5 of the Administration Guide for more information on this. 
If Auto-Provision is enabled, the service will poll the Active Directory groups every 15 minutes for new members.
Removing a user from the AD group will not terminate the WorkSpace.  This functionality can be obtained in conjunction with Auto-Delete.
5.2.7.16	Auto Provision Frequency

This value is how often, in minutes, the WSM Portal will check the AD Groups to trigger auto provision actions.
[bookmark: _Toc58424639][bookmark: _Toc60930804]5.2.7.17	Unhealthy Reboot 

If this option is enabled the service will check for any WorkSpaces with a status of “UnHealthy” every 10 minutes.  Any WorkSpaces found in this state will have their status re-evaluated and if still found to be “UnHealthy” they will be rebooted.  If after a reboot the status remains at “UnHealthy” the WorkSpace running mode will be set to “Auto-Stop” (if not already) and the WorkSpace Stopped.  Once Stopped the WorkSpace will be Started again and its original running mode restored.  This action can initiate a migration from the underlying physical host.
[bookmark: _Toc58424640]If the WorkSpace remains in an “UnHealthy” state an error is recorded on the admin dashboard for further investigation.
5.2.7.18	Fixed Tags Values

This turns on the ability to add Fixed Tag values which keeps consistency of tagging in your WorkSpaces environment. You can also apply fixed tags to Auto-Provisioning profiles in WorkSpaces Manager so WorkSpaces are consistently tagged on creation.
[bookmark: _Toc60930805]5.2.7.19	Use Global AutoStop Time

This sets all the WorkSpaces to have the same AutoStop time. Value in hours.
5.2.7.20	AutoStop Timeout

The number of hours for an inactive WorkSpace to hibernate.
5.2.7.21	Alternate Email Tag

Allows to specify an alternate email user or group for the report.
5.2.7.22	Integrate with WSUS

Windows Server Update Services (WSUS) enables to deploy the latest Microsoft product updates in an automatic manner, ensuring that the Windows WorkSpaces are up-to-date in terms of upgrades. More info in Microsoft website.
[image: Graphical user interface

Description automatically generated]
If this is enable, then we can also set the following elements listed below.
5.2.7.23	WSUS URL

This will normally default to the same node in which WSM runs, so we will use “localhost”. This requires to configure the basic options of WSUS. There is an intro in Appendix 5.
5.2.7.24	WSUS Port

Although this can be changed, we do not recommend to change the values of the WSUS port; so we will use 8530 for http and 8531 for https, as recommended by Microsoft.
5.2.7.25	WSUS HTTPS

This would enable communications with WSUS through HTTPS, which also requires a valid SSL Certificate installed on the WSUS server.

[bookmark: _Toc118883261]5.2.8	Applications

This allows users to Self-Service their applications in their dashboard - from Numecent Cloudpaging and products such as FlexApp, APP-V, etc. You can enable both here.

[bookmark: _Toc58424641][image: ]
[bookmark: _Toc60930806]5.2.8.1 	AD Group applications

Enable this is you use software distribution on to your WorkSpaces from the likes of Liquidware FlexApp, App-V, etc. This allows users to add and remove applications available to them through the Self-Service side of the WorkSpaces Manager Portal. You can change this to your own prefix when you have logged into the Portal. For example, your FlexApp groups could be prefixed ‘FA-USR’.
By default, any new imported applications based on the prefix group name (in the example below, ‘FA-USR’) are given the ‘Application Group’ of ‘App’ and the ‘Type’ of ‘Free’.
[image: ]For an application group to be imported into this list, it will need to have a Description and the group prefix specified in the ‘Application Group Prefix’ field of ‘Options > Settings > Applications’. An example:


 




This is a list of applications that a user can add\remove as a Self-Service function in the WorkSpaces Manager portal. To understand more about this, go to Section 5 of the ‘WorkSpaces Manager Administrator Guide’ where you will be shown how to amend this list where it says ‘Type’. All imported applications are ‘Free’ of Type by default - a user can add and remove themselves from the application in the WorkSpaces Manager Self-Service portal. However, you may want to amend the ‘Type’ to ‘Paid’ for such applications as Visio which have licensing constraints. A user can hence remove themselves from the group, but will have to ask the Service Desk (or another AD administrator) to add them back in.
[image: ]
[bookmark: _Toc58424642][bookmark: _Toc60930807]5.2.8.2 	Application Group Prefix

As above, this is the prefix of your application distribution groups with whatever product you are using (FlexApp, App-V, etc).
[bookmark: _Toc58424643][bookmark: _Toc60930808]5.2.8.3	Cloudpaging Applications

If you want to use Numecent Cloudpaging applications with WorkSpaces, you can enable this feature on here.

[bookmark: _Toc58424644][bookmark: _Toc60930809]5.2.8.4	Cloudpaging Username

This is where you enter the account name that you use for Numecent Cloudpaging.
5.2.8.5	Enable Dynamic Apps

Enables the AppStream Dynamic Apps features.
5.2.8.6	Dynamic Apps File Path

Specify the local path for the AppStream Dynamic Apps. By default, this path is D:\AppStreamApps
5.2.8.7	AppStream Dynamic Apps Group

Specify the Group whose members will have a dynamic apps file generated
5.2.8.8	AS Group Context

LDAP Path for the AppStream Group, like OU=Groups,DC=example,DC=com






[bookmark: _6._Installing_the][bookmark: _Toc118883262]6.	Installing the WorkSpaces Performance Monitor Agent 

** RECOMMENDED FOR FULL FUNCTIONALITY ** 
The WorkSpaces Performance Monitor Agent requires .NET 4.6.2 or above. If a lower version is detected, the installation will advise you.

The WorkSpaces Performance Monitor Agent gathers information in both user and WorkSpace Metrics.
The Agent installer (‘WSM Performance Monitor.msi’) can be found in “D:\WorkSpaceAgent” on the WSM appliance.
The Agent requires registry keys value to be present to locate the database on the appliance. These keys are in D:\WorkSpaceAgent\nuvens.reg and are as follows:
[HKEY_USERS\.DEFAULT\Software\Nuvens]
"UpdateFrequency"="60"
"Portal"="http://10.0.1.2"
"Frequency"=dword:00000005
"IdleMinutes"=dword:00000015
"Visible"="false"

"Portal" – Replace with “http://DNS-FQDN” or “http://IP” address of your portal
“Frequency” = The value data is a numeric value of minutes (e.g. ‘5’ where the Agent reports back to the database every 5 minutes with metrics. You can change this frequency to a greater value, if you have a large estate, as a lot of information will be stored in the database).
The best way to deploy the registry settings and the application is via a Group Policy or by using a distribution tool of your choice (such as Microsoft SCCM). It can be also installed in the default golden image/bundle.
In Group Policy Manager Create a new Group policy on the OU containing the AWS WorkSpaces. Under Computer Configuration expand Policies: 
· Expand Software Settings under Computer Configuration
· Right-click Software Installation, select the ‘New’ from the context menu and then click on Package
· In the Open dialog type the full UNC path of the shared package you want to assign
· Click on the Open button
· Click on Assigned and then click OK (the package will be added to the right pane of the "Group Policy" window)
[image: ]
The required Registry values can be added on the same Group Policy. Under Computer Configuration expand Preferences:
· Expand Windows Settings under Preferences
· Right-click Registry and create new registry item

(a) Create the “Portal” registry value with the key [HKEY_USERS\.DEFAULT\Software\Nuvens]
· The value name is “Portal” of type REG_SZ.
· The value data is http (or https) and the IP address (or DNS address) of your WorkSpaces Manager appliance. (e.g. http://wsmportal).

(b) Create the “Frequency” registry value with the key [HKEY_USERS\.DEFAULT\Software\Nuvens]
· The value name is “Frequency” of type REG_DWORD (32-bit)
· The value data is a numeric value of minutes (i.e. 5 (decimal) where the Agent reports back to the database every 5 minutes with metrics. You can change this frequency to an increased value if you have a large estate as a lot of information will be stored in the database).

(c) Create the “UpdateFrequency” registry value with the key [HKEY_USERS\.DEFAULT\Software\Nuvens]
· The value name is “Frequency” of type REG_SZ (32-bit)
· The value data is 60

(d) Create the “IdleMinutes” registry value with the key [HKEY_USERS\.DEFAULT\Software\Nuvens]
· The value name is “IdleMinutes” of type REG_DWORD (32-bit)
· The value data is 15 (decimal)

(e) Create the “False” registry value with the key [HKEY_USERS\.DEFAULT\Software\Nuvens]
· The value name is “Visible” of type REG_SZ
· [bookmark: _7._High_Availability]The value data is “false”

[bookmark: _Toc118883263]7.	High Availability

The WorkSpaces Manager appliance is a single EC2 instance containing IIS & SQL Express. Providing you schedule a backup schedule for the EBS volumes associated with the appliance, recovery can be completed in under an hour.
PLEASE NOTE: IIS has been configured as of version 4.6.0 to restrict to TLS 1.2
[bookmark: _Toc118883264]7.1	Database

To achieve database HA we recommend deploying AWS RDS Microsoft SQL Server into at least 2 Availability Zones.
After deploying RDS you will need to do the following actions:
· Change the registry key ‘Portal’ to point to the RDS database cluster endpoint
· Edit the Web.Config in D:\Portal on the appliance from “127.0.0.1” to the RDS Cluster endpoint
· Stop the ‘PortalService’ service on the appliance. Edit the service config file in “C:\Program Files (x86)\Nuvens Consulting Ltd\Nuvens AWS WorkSpaces Management Portal Service\PortalService.exe.config” and change the database connection string from “127.0.0.1” to the RDS Cluster endpoint.  Then restart the appliance


[bookmark: _7.2_User/Admin_Portal][bookmark: _Toc118883265]7.2	User/Admin Portal

There are several ways that HA can be provided for the Portal including Auto Scaling Groups. The simplest method is to make an Amazon Machine Image (AMI) of your appliance.
1. Log into your Amazon Web Services EC2 site using your administrative credentials.
2. Right-click on the instance to make an AMI and select Create Image.[image: ]
3. Name the Image and click Create Image
This will make a cloned image of your WorkSpaces Manager Instance.  This can be kept as a backup.
To be able to deploy the image as another instance we need to first go through a process called SysPrep and create our deployable image.
1. Stop the original instance that the image was created from
2. Launch the AMI just created as a new instance
3. Once the instance is running connect via RDP
4. Click the ‘Windows’ icon on the instance and start ‘Ec2LaunchSettings’
5. Click on ‘Shutdown with Sysprep’ and then click ‘Apply’
[image: ]
6. This will start a process of removing Windows user and system settings.  Once it has completed the instance will be left in a stopped state
7. The original appliance can now be started again
8. The Sysprepped stopped image can now be imaged again to create our master appliance image.  Once the AMI has been created you can terminate the source instance.
Now that we have created a master image, this can be launched into an alternative Availability Zone in the Region.  The same instructions as ‘Installing the WorkSpaces Management Portal on AWS’ can be used to launch the image however this time rather than installing from the Marketplace you will launch the instance from the AMI just created. If you are launching with domain joined configured and ensuring that you assign the ‘WorkSpacesManager’ Role, the instance will be available after about 30 minutes.
This has provided 2 instances in different AZ’s configured to connect to HA RDS Microsoft SQL Server. However, we now need to create a single point of entry into the Portal.
1. From the AWS Console select ‘EC2’ Service then ‘Target Groups’
2. Click Create target group and provide a target group name before clicking ‘Create’[image: ]
3. Register both WorkSpace Manager appliances with the target group as TCP/80[image: ]
4. Next create a Network Load Balancer (NLB, not ALB or ELB) ensuring you select the Availability Zones that was used when creating the target group and the Scheme is set as ‘Internal’
5. On Step3: Configure Security Groups, create a new security allowing inbound HTTP from the private subnets
6. On Step 4: Configure Routing, select the target group we created above then click next and complete creation of the load balancer

Once the load balancer has been created you can view the details of the load balancer including its DNS name.
[image: ]
The DNS name can then be used to access the portal which will be load balanced across both instances.
[image: ]
The portal is now in full HA mode load balanced across 2 AZ’s with an HA database supporting it.  However, the address is not very friendly. See ‘Securing the Portal and adding a friendly portal address’ in Section 8.


Example of a HA deployment using two Availability Zones.
[image: ]






Example of a single AZ deployment.
[image: ]
[bookmark: _8._Securing_the]

[bookmark: _Toc118883266]8.	Securing the Portal and adding a friendly portal address

[bookmark: _Toc118883267]8.1	Portal address

Rather than accessing the Portal via the IP address of the instance you can add a record to your DNS server.
From DNS manager add an A record to your domain referencing the IP address of the instance
[image: ]
This will now allow you to reference the portal, in this scenario we have used http://portal.nuvens.local, but please ensure you use your domain instead of Nuvens.
Once you have configured load balancing, you will need to add a CNAME record and reference the DNS record of the load balancer which in this example would be:
[image: ]




[bookmark: _Annex_1][bookmark: _Toc118883268]Appendix 1
To administer user accounts, groups and computers in the Active Directory (globally or on a selected OUs), please refer to the following table for details:
	Operation
	Permissions Needed

	User Management

	Create Users
	· Must be a member of the built-in Administrators group or Account Operators group, or,
· Must have permissions to create, delete, and manage user accounts or equivalent permissions in the relevant OU or container in Active Directory

	Modify Users
	· Must be a member of the built-in Administrators group or Account Operators group, or,
· Must have permissions to create, delete, and manage user accounts or equivalent permissions in the relevant OU or container in Active Directory

Note: It is also possible to grant the permissions to modify on specific attributes instead of the object as a whole

	Delete Users
	· Must be a member of the built-in Administrators group or Account Operators group, or,
· Must have permissions to create, delete, and manage user accounts or equivalent permissions in the relevant OU or container in Active Directory

	Computer Management

	Create Computers
	· Must be a member of the built-in Administrators group or Account Operators group, or,
· Must have the ‘Computer Objects – Create selected objects in this folder’ permission, or an equivalent permission in the relevant OU or container in Active Directory

	Modify Computers
	· Must be a member of the built-in Administrators group or Account Operators group, or,
· Must have the ‘Computer Objects – Create selected objects in this folder: with write permission’, or an equivalent permission in the relevant OU or container in Active Directory

	Delete Computers
	· Must be a member of the built-in Administrators group or Account Operators group, or,
· Must have the ‘Computer Objects – Delete selected objects’ permission, or an equivalent permission in the relevant OU or container in Active Directory


	Group Management

	Create Groups
	· Must be a member of the built-in Administrators group or Account Operators group, or,
· Must have the ‘Create, manage and delete user groups’ permission, or an equivalent permission in the relevant OU or container in Active Directory

	Modify Groups
	· Must be a member of the built-in Administrators group or Account Operators group, or,
· Must have the ‘Create, manage and delete user groups’ permission, or an equivalent permission in the relevant OU or container in Active Directory

	Delete Groups
	· Must be a member of the built-in Administrators group or Account Operators group, or,
· Must have the ‘Create, manage and delete user groups’ permission, or an equivalent permission in the relevant OU or container in Active Directory





[bookmark: _Annex_2][bookmark: _Toc118883269]Appendix 2
In order to capture additional information from users and its connections, you need to set up a CloudWatch Log Group that will grant WSM access to information such as latency, client version, public IP, location of IP, etc.
The configuration of CloudWatch is standard and based on the AWS Service, so we will go to the CloudWatch service console in the region we want to configure:
[image: Graphical user interface, text, application

Description automatically generated]

Click on “Events” > “Rules” > “Create rule”
[image: Graphical user interface

Description automatically generated]


In Step 1, called “Event Source”:
· Choose “Event Pattern”
· Choose “Service Name” as “WorkSpaces”
· [image: Graphical user interface, text, application, email

Description automatically generated]Choose “Event Type” as “WorkSpaces Access”









Also, in Step 1 “Targets”:
Click “Add Target”
Choose “CloudWatch log group”
Point the “Log Group” to “/aws/events/WorkSpaceAccess”
[image: Graphical user interface, text, application, email

Description automatically generated]


Click “Configure details”
In Step 2, set name to “WorkSpaceAccess” and provide a description
Leave the state as “Enabled” and click “Create rule”
[image: Graphical user interface, application

Description automatically generated]
You should receive a success banner like this:
[image: Text

Description automatically generated with medium confidence]
Make sure that the PortalReadCloudwatch policy has the configuration set to:
[image: Graphical user interface, text, application

Description automatically generated]
(JSON format below)


{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Sid": "VisualEditor0",
            "Effect": "Allow",
            "Action": [
                "logs:ListTagsLogGroup",
                "logs:GetLogRecord",
                "cloudwatch:GetMetricData",
                "logs:DescribeLogStreams",
                "logs:DescribeSubscriptionFilters",
                "logs:StartQuery",
                "logs:DescribeMetricFilters",
                "logs:GetLogDelivery",
                "logs:ListLogDeliveries",
                "cloudwatch:DescribeAlarmHistory",
                "cloudwatch:DescribeAlarmsForMetric",
                "logs:GetLogEvents",
                "logs:FilterLogEvents",
                "cloudwatch:GetMetricWidgetImage",
                "logs:DescribeResourcePolicies",
                "logs:DescribeDestinations",
                "logs:DescribeQueries",
                "cloudwatch:GetDashboard",
                "logs:DescribeLogGroups",
                "logs:StopQuery",
                "logs:TestMetricFilter",
                "cloudwatch:GetMetricStatistics",
                "logs:DescribeExportTasks",
                "logs:GetQueryResults",
                "cloudwatch:DescribeAlarms",
                "logs:GetLogGroupFields"
            ],
            "Resource": "*"
        }
    ]
}



Click on “Logs” > “Log groups” > verify the new Log group exist:
[image: Graphical user interface, text, application, email

Description automatically generated]
Now, in WorkSpaces Manager, in the ‘Config’ section, click on “Options” > “Settings”. Scroll down to the ‘Amazon Web Services’ section and populate the fields “AccessLog Group” with the information:
/aws/events/WorkSpaceAccess
[image: Graphical user interface, application
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[bookmark: _Annex_3][bookmark: _Toc118883270]Appendix 3
To configure AWS Simple Email Service (SES) as a SMTP Relay for WorkSpaces Manager, we will need to do the following steps:
1) DNS Domain to be used as sender
2) Create DNS records as requested
3) Create SMTP Credentials
4) Test emails
5) Configure WSM

First, navigate to Amazon SES and click on “Create Identity”:
[image: Graphical user interface, application, website

Description automatically generated]

As identity type, we need to choose domain and use the right name of our DNS domain. By default, we will also use DKIM (DomainKeys Identified Mail) to ensure messages are not altered in transit.

Once requested, the identity will have a status of “Verification pending” and will show the records that need to be created in our DNS for the domain that we are verifying:
[image: Graphical user interface, text, application, email

Description automatically generated]

These CNAME records will be different for each request:
[image: Graphical user interface, application, Teams
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Once the records are created, wait for 10-15 minutes for them to be published and replicated:

[image: Graphical user interface, text, application, email

Description automatically generated]

Once the replication happens, AWS will check the status and set the domain as “verified” the endpoint is able to send emails and DKIM successfully registered:

[image: Graphical user interface, text, application, email

Description automatically generated]

[image: Graphical user interface, text, application, email

Description automatically generated]



Now, you will generate a credential in AWS IAM to consume the endpoint in the dashboard of the SES service. Select the button to “Create SMTP Credentials”, in which we can also see important information like:
· SMTP Endpoint
· TLS Ports (recommended 587)

[image: Graphical user interface, text, application, email
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For the credentials, we are creating an IAM User in the AWS account with SES Sending permissions. It is very important to save the SMTP Credentials in a secure location, since these are only displayed once, although they can be downloaded via a CSV file:

[image: Graphical user interface, text, application, email
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[image: Graphical user interface, text, application
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You can check to test the email flow works, by clicking on the “Send test email”:

[image: A picture containing graphical user interface
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There are several options that you can choose here, so feel free to investigate each one of the boxes:

[image: Graphical user interface, text, application
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It is important to mention that when a new SES Identity is created, the domain is set to type “Sandbox”, which means that it can exclusively send emails to and from the very same domain that is registered. If we need to send to different DNS domains, then we need to contact AWS Support and ask to convert the domain from “Sandbox” to “Production”, as explained here:
https://docs.aws.amazon.com/ses/latest/dg/request-production-access.html
 


With the information that we have generated, we can populate the SMTP credentials in WorkSpaces Manager:

[image: Graphical user interface, text, application, chat or text message
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[bookmark: _Annex_4][bookmark: _Toc118883271]Appendix 4
To configure HTTPS/TLS encryption in front of the WorkSpaces Manager Appliance, you can add a Network Load Balancer as explained below. If you have not created a Network Load Balancer on Section 7.2, refer to it create one NLB.

Now that we have a friendly hostname, we can associate an SSL certificate to encrypt traffic between the client browser and the host.
1. Select the Load Balancer previously created and click on listeners
2. Add a listener for HTTPS port 443
3. Create a Default action to forward to the target group
4. Select the appropriate certificate from ACM
5. Click ‘Save’
[image: ]



[bookmark: _Appendix_5][bookmark: _Toc118883272]Appendix 5
To configure WSUS, the default setup has been done previously on the WSM appliance, so we need to follow the wizard to add:
· Network Config
· Languages
· Synchronization Options
· OS and Apps to download
· Auto-Approve
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With Amazon WorkSpaces Manager, there is no need for an Admin to have any monitoring and remote access

S

« Intelligent Cost Optimisation with realtime performance
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Continue to Configuration

ﬁmﬁ.’.ﬁ%ﬁ‘“ WorkSpaces Manager Appliance

You must fist review and accept terms.

<Product Detail  Subscribe

Subscribe to this software

To create a subscription, review the pricing information and accept the terms for this software.

Terms and Condi
Nuvens Offer
By subscribing to this software, you agree to the pricing terms and the seller's end user

license agreement (EULA). Your use of AWS services is subject to the AWS Customer

Agreement.

‘The following table shows pricing information for the listed software components. You're charged separately for your use

of each component.
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#ﬂ.".’.ﬁ%ﬁ‘“ WorkSpaces Manager Appliance

<product Detall  Subscribe

Subscribe to this software

You're subscribed to this software. Please see the terms and pricing details below or click the button above to
configure your software.

Terms and Conditions

Nuvens Offer

You have subscribed to this software and agree that your use of this software is subject to the pricing terms and
the seller's End User License Agreement (EULA). Your use of AWS services is subject to the AWS Customer

Agreement.

WorkSpaces Manager Appliance 8/13/2019 N/A v Show Details
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#Wnrksuaces

‘Manager WorkSpaces Manager Appliance

<ProductDetail  Subscribe  Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information
required to configure the deployment.

Delivery Method

WorkSpaces Manager Appliance

Software Version

4 Jan 04, 2021}
Whats in This Version

Workspaces Manager Appliance
running on t5a medium

Lear more

Region

EU {Ireland}

Pricing information

This s an estimate of typical software
and infrastructure costs based on your
configuration. Your actual charges for
each statement period may differ from
this estimate.

Software Pricing

Workspaces so/nr
Manager

Appliance

L

running on

t5amedium
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#‘n"n’:".’.'éi’é?“s WorkSpaces Manager Appliance

<ProguctDetal  Subscribe  Configure  Launch

Launch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Opt

WorkSpaces Manager Appliance

WorkSpaces Manager Appliance
running on t5a medium

Software Version 4

Region EU {Ireland}

Usage Instructions

Choose Action

Chonse this action to launch your configuration through the AWS

CloudFormation consale.

Launch CloudFormation v
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CloudFormation > Stacks.

Step
Specify template

Sten2
Specify stack details

Steps
Configure stack options

Step4.
Review

Create stack

Create stack

Prerequisite - Prepare template

Prepare template
Every stack s based on a template. A template isa JSON o YAML fle that contains configuration information about the AWS resources you want to include in the stark

O Template is ready Use  sample template Create template in Designer

Specify template

A template is 3 J5ON or YAML file that describes your stack's resources and properties.

Template source
Selecting a template generates an Amazon 53 URL where it wil be stored

© Amazon 53 URL Upload 3 template file

Amazon 53 URL
https://53.amazonaws.com/awsmp-fulfillment-cf templates-prod/c4228857-4beb-449c-9333-434540426716.8732e269-3d75-4a24-beb2-ef2ad7h43c4

Amazon 53 template URL

S3 URL: https://s3.amazonaws.com/awsmp-fulfillment cf templates-prod/c4228857 -4beb-449c-0339-4a454042¢716 873 2e2e9-3d
5-4a24-beh2-ef2ad7ha3cdftemplate

Cancel Next




image13.png
Step 1
Specify template

Step2
Specify stack details

Steps
Configure stack options

Step4.
Review

Specify stack details

Stack name

Stack name

Enter a stack name

Stack name can include letters (A-2 and a-2), numbers (0-9), and dashes (-)

Parameters

Parameters are defined in your template and allow you ta input custom values when you create or update a stack.

InstanceType R
WebServer EC2 instance type

t3amedium

KeyName
Name of an existing EC2 KeyPair to enable S5H access to the instance

-

RDPLocation
1P Cidr from which WorkSpaces and Admins wil access the WorkSpaces Manager. You can add rules later by modifying the created security groups e.g. 10.0.0.0/16

1723108 %

SubName
Name of an existing Private Subnet

subnet-43 5 Bb (172.31.16.0/20} (Private Subnet 1}

VPCName
Name of an existing Private VPC to deploy to

V-GN (172.31 .5 16) (Ml e e

Cancel

Next
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CloudFormation > Stacks > Create stack

step Configure stack options

Specify template

Sten2 Tags

Specify stack details You can specify tags (key-value pairs) to apply to resources n your stack. You can add up to 50 Unique tags for each stack. Learn more.
Steps

Configure stack options

Step4.

Review

Permissions

Choose an 1AM role to explicitly define how CloudFormation can create, mofy, or delete resources in the stack.If you don't choose a role, CloudFormation uses permissions based
N your user credentials. Learn mare.

1AM role - optional
Chonse the 1AM role for CloudFormation to use for ll operations performed on the stack

1AM role name ¥ v
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Advanced options

You can set additional options for your stack, like notification options and a stack policy. Learn more.

» Stack policy

Defines the resources that you want to protect from unintentional updates during 2 stack update.

» Rollback configuration

Specify alarms for CloudFormation to monitar when creating and updating the stack. If the operation breaches an alarm threshold, CloudFarmation rols it back. Learn more.

» Notification options

» Stack creation options

Cancel Next
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» Quick-create link

Capabilities

@ The following resource(s) require capabilities: [AWS::1AM:Role]

This template contains Identity and Access Management (IAM} resources that might provide entities access to make changes to your AWS accourtt.
Check that you want to create each of these resources and that they have the minimum required permissions. ~Learn more.

I acknowledge that AWS CloudFormation might create IAM resources.

Cancel

Create change set Create stack
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CloudFormation > Stacks: NuvensWorkSpacesManagerStack

NuvensWorkSpacesManagerStack Detete stackactions v | [ Create stack
[ Stacks (5)
Q Events Resources Outputs Parameters Template Change sets
Active v
@© view nested 1 Events
NuvensWorkSpacesManagerStack o Q
2019-08-15 12:56:09 UTCHO100
(© CREATE_IN_PROGRESS
Timestamp Logical ID Status Status reason

ResizelnstanceStack887587db-fd3c-4821-bbSe-ac

NuvensWorkSpacesManagerS

uvensioriepacesianagerstac (© CREATE_IN_PROGRESS User Initiated

ae7dch0a16 X
2019-02-11 15:16:53 UTCH0000.

© create _compLeTe
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CloudFormation

[ Stacks (5)
Q

Active

@© view nested 1

Stacks: NuvensworkSpacesManagerStack

NuvensworkSpacesManagerStack
2019-08-15 12/58:09 UTCH0100
(© CREATE_IN_PROGRESS

ResizelnstanceStack397587db-fd3c-4821-bb5e-ac
ae7dch0al6

2018:02:1 1516553 UTC+0000

© create _compLeTe

ResizelnstanceStack23630732-6d40-4072-baf1-a4
bag625b515

2018:02:1 151445 UTC10000

© create _compLeTe

ResizelnstanceStackedh358h3-0c68-4ece-a75b-d0
2122864db3

NuvensWorkSpacesManagerStack

Stack info Events

Events

Q

Timestamp
2019-08-15 13:0038 UTC+0100
2019-08-15 13:00:36 UTC+0100
2019-08-15 13:00:34 UTC+0100

2019-08-15 12:58:43 UTC+0100

2019-08-15 12:

:42 UTC+0100

Resources

Outputs Parameters

Logical ID

EC2Instance

EC2Instance

InstanceProfile

WorkSpacesManagerS3Access

Pricing

WorkSpacesManagerCloudwatch
Policy

Template Change sets

Status.
© CREATE_IN_PROGRESS
© CREATE_IN_PROGRESS
© CREATE_COMPLETE
© CREATE_COMPLETE

© CREATE_COMPLETE

© CREATE_COMPLETE

Stack actions v Create stack

Status reason

Resource creation Initiated
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Instances (1} info

Q

Instance staty

: runring x\ \ search: Workspaces x\

‘ Clear filters ‘

Name

WorkSpacesManager

v

Instance ID

i-0afg1em

Instance state ¥

@PRunning @Q

Instance type v

t3a.medium

Status check

© 2/2 checks ..

Alarm status.

No alarms +

Availability Zone v

eu-west-1a

Public IPv4 DNS

v

1

@

Public IPv2
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EC2 > Instances > [-0afd18103a3f9eal® > Connectto instance

Connect to instance info
Connect to your instance I-0af918103a3f3ea18 (WorkSpacesanager) using any of these options

Session Manager RDP client

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

Download remote desktop file

When prompted, connect to your instance using the following details:

Private IP User name

1723100 98

Administrator

Password  Get password

If you've joined your instance to a directory, you can use your directary credentials to connect to your instance.

Cancel
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Newotkng
Comnect g

& AWS PV Natwork Device #0

sction  Rename this connection  View status of this

“This connection uses the folwing fems:

2. Intemet Protocol Version 4 (TCP/IPvé)

[ s Microsoft Network Adapter Multplecor rot
1 Microsoft LLDP Protocol Diver

2. Intemet Protocol Version 6 (TCP/IPvE)

Instal
Desciption
“Transrission Cortrol Protocol/rtemet Protocal. i

wide area network prtocol that provides commun
across diverse interconnected networks.

Uninstal

oK

Titem

Windows Firewall

1item selected

Intemet Protocol Version 4 (TCP/IPvd) Properties
General_ ltemate Confguration
You can get IPsettings assigned automatial f your network supports

this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate P settngs.

® Obtain an IP address automaticaly
(O Use the folowing IP address:
1P aress;

Subnet mask:

Default gateway:

® Obain DS server address automatically
(O Use the folowing DNS server addresses:

Preferred DIS server:

Alternate DS server:

Valdate settings upon exit
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Signin

hitpy/17231.20.161
Your connection to this ste is not private.

Usermame ||

Password
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Setup

License Key

The License Key willhave been sent by email It can also be oblained from your Nuvens account [ o
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SMTP Server

SMTP Port

SMTP Use TLS.
SMTP User

SMTP Password

Default Email Address
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Launch Instance Connect | Actions &

Q Fiter by tags and attibutes or searct

Name Instance Type ~Availability Zone ~ | Instance State ~
Flexapp 2.smal cuwest-1a @ stopped ,
Flexapp2 - 12.small uwest-Tb @ stopped ,
Flexapp3 @ stopped ,
new template @ stopped ,
Nuvens 2.micro eu-west-1a @ running -
@ SQLEXPRESS 10f576314506d1098a ©2medium ev-west-1a @ running :
WAM packaging instance 1050c5326c5c163c1d m5 large cuwest-1a @ running
WAM validation instance 1000b42a908b63e07 m5 large cuwest-1a @ running
WebServer 1042610926 11405ba 2.smal evwest-1a @ running
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9 Ec2 Launch Settings
General

Set Computer Name

[ Set the computer name of the instance ip-<hex intermsl 7>
Disable thi festure to persstyour own computer name setting

Set Wallpaper

Overlay instance information on the current wallpaper.
Extend Boot Volume

Extend OS parition to consume free space for boot volume.
‘Add DN Suffix List

‘Add DN suffi st to allow DNS resolution of servers running
in EC2 without providing the fully qualified domain name.

Handle User Data
Execute user data provided at instance launch.

Note: This will be re-enabled when running shutdown with
Sysprep below.

Administrator Password
Random (Retrieve from console]
Specify (Temporarily store in config file)

) Do Nothing (Customize Unattend.xmi for sysprep)

These changes willtake effect on next boot if Ec2Launch script is
scheduled. By default, it is scheduled by shutdown options below.

Sysprep

Sysprep is a Microsoft tool that prepares an image for multiple:
launches.

Ec2Launch Script Location: Found

(CAProgramData\Amazon EC2 Windows\Launch Scrpts\nitalzeinsta
[ Run EC2Launch on every boot

Shutdown without Sysprep

Shutdown with Sysprep
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Create target group X

‘Your load balancer routes requests to the targets in  target group using the target group settings that you specify, and performs health checks on the targets using the health check settings that you specify.

Target group name (i) \WorkSpaceManager

Targettype @ Instance
owr
© Lambda function

Protocol (i) HTTP

Port (i)

vee (D VpC-0b72b48baba3b00cd (10.0.0.0/16) | Nuy ¥

Health check settings

Protocol (i) HTTP

Path (i)

¥ Advanced health check settings

Port () ®traffic port
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@  WorkSpaceManager 80 HTTP. instance Vpc-0b72b48baba3b00cd
Target group: WorkspaceManager

Description || Targets || Health checks | Monitoring | Tags

The load balancer starts routing requests to a newly registered target as soon as the registration process completes and the target passes the initial health checks. If dem
targets. If demand on your targets decreases, you can deregister targets

Registered targets

Instance ID Name Port Availability Zone

1-08ic239002850311b WorkSpaceManager-1c 80 euwest-1c
1-01576314506d1098a WorkSpaceManager-1a 80 euwest-1a




image45.png
@ VorkSpaceshanager intemnal-WorkSpacesManag. .. provisioning pC-0572043baba3b00cd eu-west-ic, eu-west1a  appiication June 4, 2019 at 10:
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pacesManagerldcOcsc3ziasbiesa 1

State  provisioning

Type  application
Scheme  intemal

1P address type  ipvd
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Rules route events from your AWS resources for processing by selected targets. You can create, e

> Alarms Ao @0 ©o

» Logs
» Metrics
Status  All ~ | Name
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Event Source

Build or customize an Event Pattern or set a Schedule to invoke Targets.

@ Event Patten @ Schedule @

Build event pattern to match events by service -
Service Name Workspaces -
Event Type ‘Workspaces Access -

~ Event Pattern Preview Copyto clipboard _Edit
{

"source”: [
"aws .workspaces™

1.

"detail-type”: [
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Targets

‘Select Target to invoke when an event matches your Event Patter or when
schedule s triggered.

CloudWatch log group ~le

Log Group*

Jaws/events/| WorkspaceAccess

No items ~

» Configure input

© Add target*
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Step 2: Configure rule details
Rule definition

Name* | workspaceAccess

Description | workspaceAccess

State Enabled

*Required

cancel
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© Success
Rule WorkSpaceAccess was created.
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Senvice Access level Resource

Allow (2 of 290 services) Show remaining 288
CloudWatch Limited: Read All resources

CloudWatch Logs Full: Read Limited: List Al resources
<
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CloudWatch > Log groups

Log groups (1)
By default, we only load up to 10000 log groups.

View in Logs Insights

Q F

log groups or try prefix

1 Loggroup

Jaws/events/WorkSpaceAccess

Retention

Never expire

v

Create log group
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Amazon Web Services

AWS Account 4
APIRetry Attempts . [}
i [}
AP Jitter Period (ms) 3000
Workspaces ° )
Appstream ° [}
Default AWS Region o
Show AWS Bundles ° e

Accasslog Group Jawsfevents/WorkspaceAccess
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Customer engageme

Amazon SES
Highly-scalable inbound
and outbound email
service

‘Amazon Simple Email Service (SES) s a cloud-based email service that provides
cost-effective,flexible and scalable way for businesses of all szes to keep in
contact with their customers through email.

Send your first email

Get started by creating and verifying a sender
identity - a domain or email address you use to
send email through Amazon SES.

Create
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Summary for nuvens.cloud

Identity status Amazon Resource Name (ARN) AWS Region
© Verification pending (5 amiawssesieu-west-20877701603341 U (London)
dentity/nuvens.cloud
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CNAME

2tc7bxbhk3eo._domainkey.nuv

Value

9 veqmis2mks7ydxddehtm2tc7bxbhk3eo.dkim.amazo
nses.com
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v Record 1 Delete

Record name info Record type Info Value info Q@ Alias
aewnGwruhzvakig7. | nuvenscloud CNAME - Routes traffic to another domain ... ¥ | [ Jewvx3wruhzvikig7upaiamiskoknide dkim.amaz

Valid characters: 2-2,09, 1" # $ % &" () +,-/ onses.com

IRt Enter mltiple values on separae lnes.

TIL (seconds) info Routing policy info

300 | | simpte routing v
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Identities (1)

Q_ Search all domain and email address identities

Send test email

O identity 4 Identitytype

nuvens.cloud Domain
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DomainKeys Identified Mail (DKIM) info
DKIM-signed messages help receiving mail servers validate that a message was ot forged or altered n transit.

DKIM configuration DKIM signatures
© Suceessful Enabled

Edit
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Simple Mail Transfer Protocol (SMTP) settings

You can use an SMTP-enabled programming language, email server, or application to connect to the Amazon SES SMTP interface. You'll need the following information
and a set of SMTP credentials to configure this email sending method in EU (London).

SMTP endpoint Transport Layer Security (TLS)
email-smtp.eu-west-2.amazonaws.com Required

STARTTLS Port LS Wrapper Port

25,587 or 2587 465 or 2465

Authentication

‘You must have an Amazon SES SMTP user name and password to access the SMTP interface. These credentials are different from your AWS
access keys and are unique toleach region. To manage existing SMTP credentials, visit the IAM console [3.

Create SMTP credentials [4
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This is the only time these SMTP security credentials will be available for download. Credentials for SMTP users are only available when creating the user. For
your protection, you should never share your SMTP credentials with anyone.

¥ Hide User SMTP Security Gredentials
3 ‘'ses-smtp-user.workspaces
SMTP Usemame:  AKIARIB4CLTHEDGULYYW

SMTP Password: - BCs42KBMRefpoLw1gbJFOnMONgfc1xpZa6Dweshics
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LY Dowrload Credentials
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Email format

O Formatted
Choose this option ifyou want o construct a simple test
message using the form provided. SES takes the.
information entered in the form and parses it nto emil

© Raw

Choose this option if you want to send a more complex
test message, such as one that uses HTML or includes
attachments. This option requires you to format the

Choose the email sending scenario that you want to simulate. Each scenario corresponds to a different reci
the mailbox simulator. To specify a custom recipient, select Custom.

format for you. entire message yourself.
From-address.

wsm @nuvens.cloud
Scenario Info

Custom

Custom recipient
While your account

i the Amazon SES sandbos, you can only send test emails to other verified identites. I you've verified an identity at
the domain level, you can send a test email to any email address under that verified domain.

julian.martin@nuvens.cloud

Subject

Test from SES

Body - optional

Test from SES

Configuration set - optional Info

Choose a configuration set
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SMTP

SMTP Server

SMTP Port

SMTP Use TLS

SMTP User

SMTP Password

Default Email Address
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< | Listeners WorkSpacesManager | Add listener

Add a new listener. Each

WorkSpacesManager | Add listener

Listeners belonging to Application Load Balancers check for connection requests using the protocol and port you configure. Each litener must include a default action to ensure all requests
are routed. Once you have created yourlistener, you can create and manage additional routing rules as needed. Learn more.

Protocol : port
‘Select the protocol for connections from the client to your load balancer, and enter a port number from which to listen to for traffic.
HTTPS v || 443

Default action(s)
Indicate how this listener will oute trffic that is not otherwise routed by a another rule.

1. Forward to... o

WorkSpaceManager -

O]

+ Addaction v

Security policy
ELBSecurityPolicy-2016-08 -

Q

Default SSL certificate
From ACM (recommended) ¥ | | vwwnuvens.info - 36807643-dd63-4279-a590-850aceefd8ce v | &




